How important is a clearly defined internet and email policy?  

If you have ever asked yourself why your company needs to go to the time and trouble of preparing a comprehensive email and internet policy then read on…… 

Long gone are the days when computer access was the domain solely of the IT team. In today’s work environment most employees have computers with internet and email access.  But do you really know what your employees are doing when they are sat behind their screen? 

You only have to read recent articles in the media to find disturbing examples of data loss and computer misuse.  For example the arrest of a nursery school worker on suspicion of distributing indecent images of children via the school’s computer system; and the theft of a desktop computer from Salford Royal NHS Foundation Trust containing sensitive unencrypted personal information relating to 3,500 patients. 

The latest figures from the Information Commissioner’s Office (ICO) which deals with breaches of the Data Protection Act show a significant number of reported breaches and include 140 breaches within the NHS and other health bodies, 53 by central government, 60 by local authorities, 72 by the rest of the public sector and 161 by the private sector.  
By not having a clearly defined email/internet/computer policy there are other risks that can affect your business.  For example; do your employees have access to sites such as Ebay, MySpace, Facebook and Bebo?  If so, do you restrict the amount of time they can spend on those sites? If not, have you considered the loss of productive time to your business?  Do you have a policy dealing with the downloading of inappropriate text or images (as in the case of the nursery worker)? Do you allow your employees to run their own software such as games, music or films on the company’s computer?  Do you allow Ipods, USB pens and MP3 players to be plugged into the company’s computer? If so, are any such devices encrypted?  Such devices can store, not only music, but also details of clients, sales figures and financial reports.  Should this information get lost, a company may well be in breach of the Data Protection Act.  Also, by allowing such software and devices to be used you are leaving your computer network vulnerable to viruses.  
Therefore a comprehensive policy is vital.  Not only could it enhance productivity and protect confidential information, it could also prevent breaches of the Data Protection Act, stops viruses from entering a computer network and may protect you from harassment and/or other claims in an Employment Tribunal. There are also software packages on the market which could support such a policy making it easier to monitor.  
So next time you ask yourself why your company needs an internet and email policy you know the answer.  Don’t delay - act now unless you want to see your company’s name as headlines in the media for all the wrong reasons!  

